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Abstract 

The rapid advancement of digital technology has transformed literacy practices 
in higher education, requiring a shift from basic digital skills toward Critical Digital 
Literacy (CDL). This study aims to examine the role of CDL in Indonesian higher 
education as a framework for integrating academic competence, cultural awareness, 
and ethical responsibility. Using a systematic literature review (SLR) approach, this 
study analyzes 50 peer-reviewed journal articles published between 2014 and 2025 
that focus on digital literacy, critical pedagogy, and higher education contexts. The 
findings reveal six key domains of CDL integration: critical digital pedagogy, cultural 
competence, academic literacies, specialized digital literacies, evaluation ap-
proaches, and institutional challenges. The study highlights that while CDL offers 
significant potential to enhance students’ critical thinking and digital citizenship, its 
implementation in Indonesia faces challenges related to infrastructure gaps, lecturer 
readiness, and policy support. The study concludes that systematic and sustainable 
institutional strategies are essential to successfully embed CDL in Indonesian higher 
education. 

Keywords; critical digital literacy; higher education; digital ethics; academic litera-
cies; Indonesia 

Introduction 

Digital transformation has pro-
foundly influenced how knowledge is 
produced, accessed, and disseminated 
in higher education. Literacy, tradition-
ally defined as the ability to read and 
write printed texts, has evolved into a 
multidimensional construct 

encompassing digital, information, me-
dia, and critical literacies, Bawden, D. 
(2008). In the Indonesian higher educa-
tion context, this transformation is ac-
celerated by the widespread use of dig-
ital platforms, learning management 
systems, and open-access resources. 

mailto:enysatriana@unismuh.ac.id
mailto:hulkar.kamilovna@gmail.com


 

4 

ALFRAGANUS 
xalqaro i lmiy jurnal 

https://journals.afu.uz/index.php/AFUISN 

ISSN: 2992 - 8974 

№ 2 (17). 2026 

However, the rapid expansion of 
digital technologies has also intro-
duced new challenges, including infor-
mation overload, misinformation, ethi-
cal concerns, and unequal access to 
digital resources. Many students pos-
sess functional digital skills but lack the 
critical capacity to evaluate infor-
mation, engage ethically, and reflect on 
the socio-cultural implications of digital 
practices. Belshaw, D. (2014). There-
fore, Critical Digital Literacy (CDL) 
emerges as a crucial framework that in-
tegrates critical thinking, ethical aware-
ness, and cultural sensitivity. This arti-
cle explores how CDL can be system-
atically integrated into Indonesian 
higher education and identifies key do-
mains, challenges, and strategic direc-
tions for its implementation. Studies in 
higher education contexts highlight the 
role of educators as facilitators of liter-
acy practices rather than sole transmit-
ters of knowledge. Buckingham, D. 
(2015) Effective literacy integration re-
quires pedagogical approaches such 
as problem-based learning, project-
based learning, and inquiry-based 
learning, which position students as ac-
tive knowledge producers. Additionally, 
the literature underscores the im-
portance of digital ethics, including ac-
ademic integrity, data privacy, and re-
sponsible participation in online com-
munities. Inclusive access to technol-
ogy is also a recurring theme, as dis-
parities in infrastructure and digital 
competence can exacerbate educa-
tional inequality. 

Using a conceptual and litera-
ture-based approach, this paper syn-
thesizes key theoretical perspectives 
and recent empirical studies related to 
digital literacy, critical pedagogy, and 
educational transformation. The dis-
cussion highlights strategic dimensions 
of literacy development, including cur-
riculum integration, educator capacity 
building, digital infrastructure, and insti-
tutional policy support. Freire, P. 
(2005). The findings suggest that inte-
grating critical digital literacy into higher 
education not only enhances students’ 
academic and cultural competencies 
but also prepares them to participate 
responsibly in a knowledge-based and 
digitally mediated society. Therefore, 
higher education institutions must 
adopt holistic and long-term literacy 
strategies to address both the opportu-
nities and challenges of the digital era. 

Method 

This study employed a system-
atic literature review  to examine re-
search on critical digital literacy in 
higher education. A total of 50 peer-re-
viewed journal articles published be-
tween 2014 and 2025 were selected 
from reputable academic databases. 
The selection criteria included rele-
vance to digital literacy, critical peda-
gogy, higher education, and institu-
tional implementation. Despite the 
growing availability of digital technolo-
gies, many higher education institu-
tions continue to face challenges in im-
plementing meaningful literacy prac-
tices. Hobbs, R. (2010). Issues such as 
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information overload, misinformation, 
unequal access to digital resources, 
and limited pedagogical preparedness 
among educators hinder the develop-
ment of effective literacy cultures. Con-
sequently, there is an urgent need for 
institutions to design systematic and 
sustainable literacy programs that fore-
ground critical thinking, ethical aware-
ness, and inclusivity. Jenkins, H., Ito, 
M., & boyd, d. (2016).  This paper ad-
dresses this need by exploring the con-
ceptual foundations and strategic de-
velopment of critical digital literacy in 
higher education 

The review process involved 
three stages: (1) identification of rele-
vant studies through keyword searches 
related to critical digital literacy and 
higher education; (2) screening and el-
igibility assessment based on abstracts 
and full-text reviews; and (3) thematic 
analysis to identify recurring patterns, 
concepts, and domains. The analyzed 
studies were then synthesized to gen-
erate key themes relevant to the Indo-
nesian higher education context. 

Results 

The systematic analysis identi-
fied six major domains essential for the 
integration of Critical Digital Literacy in 
higher education. Koltay, T. (2011).  
First, critical digital pedagogy empha-
sizes teaching approaches that en-
courage critical analysis of digital con-
tent and active knowledge construc-
tion. Second, cultural competence 
highlights the importance of 

understanding diversity, representa-
tion, and local knowledge within global 
digital environments.Third, academic 
literacies focus on integrating digital lit-
eracy with academic reading, writing, 
and research skills. Fourth, specialized 
digital literacies refer to discipline-spe-
cific digital competencies required in 
different fields of study. Fifth, evalua-
tion approaches address the need for 
valid and comprehensive assessment 
tools to measure critical and ethical di-
mensions of digital literacy. Finally, in-
stitutional challenges include limited 
lecturer training, unequal digital infra-
structure, and insufficient policy sup-
port. 

Discussion 

The findings indicate that Critical 
Digital Literacy provides a comprehen-
sive framework for addressing both the 
opportunities and challenges of digital 
transformation in Indonesian higher ed-
ucation. CDL moves beyond technical 
proficiency by fostering critical reflec-
tion, ethical responsibility, and cultural 
awareness among students. 

However, successful implemen-
tation requires strong institutional com-
mitment. Universities must invest in 
lecturer professional development, re-
design curricula to embed CDL learn-
ing outcomes, and ensure inclusive ac-
cess to digital infrastructure. Without 
systematic policies and long-term strat-
egies, CDL initiatives risk becoming 
fragmented and unsustainable. The 
development of critical digital literacy in 
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higher education demands a compre-
hensive and institutional approach. 
First, literacy outcomes must be explic-
itly embedded within curricula and 
aligned with learning outcomes across 
disciplines. This integration ensures 
that literacy development is continuous 
and contextualized rather than frag-
mented or optional. 

Second, strengthening educa-
tors’ digital and pedagogical competen-
cies is essential. Professional develop-
ment programs should focus not only 
on technical skills but also on critical 
pedagogy and ethical awareness. Edu-
cators who model reflective and re-
sponsible digital practices can signifi-
cantly influence students’ literacy de-
velopment. 

Third, institutions must invest in 
inclusive digital ecosystems that sup-
port equitable access to learning tech-
nologies. Learning management sys-
tems, digital libraries, and open educa-
tional resources should be accessible, 
user-friendly, and responsive to di-
verse learner needs. Such infrastruc-
ture supports sustained engagement 
with literacy practices. 

Finally, continuous monitoring 
and evaluation are necessary to ensure 
the sustainability of literacy programs. 
Assessment strategies should meas-
ure not only functional digital skills but 
also critical thinking, ethical reasoning, 
and reflective learning. Through sys-
tematic evaluation, institutions can 

refine their literacy initiatives and culti-
vate a resilient literacy culture. 

Conclusion 

Critical Digital Literacy is a vital 
competency for Indonesian higher edu-
cation in the digital era. This study 
demonstrates that CDL can bridge ac-
ademic, cultural, and ethical competen-
cies when implemented systematically 
and sustainably. Higher education in-
stitutions are encouraged to adopt ho-
listic strategies that integrate CDL into 
curricula, pedagogy, and institutional 
policies to prepare graduates for re-
sponsible participation in a digitally me-
diated society. van Dijk, J. (2020).  The 
transformation of literacy culture in the 
digital era presents both significant op-
portunities and complex challenges for 
higher education. By adopting system-
atic and sustainable strategies 
grounded in critical digital literacy, insti-
tutions can foster learners who are an-
alytically skilled, ethically responsible, 
and socially aware. Integrating critical 
literacy, digital ethics, and inclusive ac-
cess to technology is essential for pre-
paring graduates to navigate and con-
tribute meaningfully to a digitally medi-
ated society. Therefore, critical digital 
literacy should be positioned as a core 
component of higher education in the 
twenty-first century. 

In the context of Indonesian 
higher education, Critical Digital Liter-
acy (CDL) plays a strategic role in re-
sponding to rapid digitalization, cultural 
diversity, and the demands of twenty-
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first-century competencies. CDL in In-
donesia extends beyond the mastery of 
digital tools; it emphasizes critical 

awareness, ethical responsibility, and 
socio-cultural sensitivity in navigating 
digital environments. 
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